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O 0AHHOM PYKOBOACTBE

B aTom pykoBoacTBe NoApo6HO onmMcaHbl HAacTPoika MHOTOYHKLMOHANBHOIO annaparta U Mepbl NPegoCTOPOXKHOCTU
npu UCNOSb30BaHWMKM aganTepa NPOBOAHON NOKarNbHOWM CeTU Ansi COBMECTHOIO MCMONb30BaHus
MHOrO(YHKLIMOHANbLHOro anmnapaTa B ABYX CeTsIX.

MpumeyaHunsn

* B naHHOM pykoBOACTBE nNpeanonaraeTcs, YTo NONbL3oBaTenNu, yCTaHaBnmBarLLmMe 3TOT NPoaykT u paboTtatowue ¢
HUM, YMEIOT NOMb30BaTbCs KOMMbIOTEPOM 1 BED-Opay3sepom.

* Hcpopmauumto 06 onepaumnoHHom cnucteMe u Be6-6paysepe MOXHO MOMyYnTb B PyKOBOACTBE MO SKCnyaTaumum 3Ton
onepaunoHHON cucTembl unu Beb-6payasepa unu ¢ NOMOLLbIO OHMAMHOBOWM (PYHKLMW CMIpaBKM.

* MNpuBeaeHHbIE ONUCaHNS SKPAHOB M onepaLuii OTHOCATCS, Npexae Bcero, K Internet Explorer®. Bua skpaHoB MoXeT
MEHATBLCHA B 3aBMCUMOCTU OT BEPCUM YCTAHOBIIEHHOWN OMNEpPaLMOHHON CUCTEMbI UITM NPOrPaMMHOro obecneyeHus.

* [MoagroToBke 4aHHOIO PyKOBOACTBA YAENSANOCh 3HAaUNTENbHOE BHMMaHMe. [Mpy Hanmunm kakux-nmbo KOMMeHTapreB
WITM BOMPOCOB OTHOCUTENBHO PYKOBOACTBA 0OpaTMTECh K CBOEMY AUNEPY UIM B BrivbKkanlumnii aBTOPU30BaHHbIN
CEpPBUCHbIN LEHTP.

* ilsgenve npoLwuno CTporuii KOHTPOSb KavyecTBa 1 NpoBepky. B criyyae obHapykeHns kakoro-nmbo gedekra unm
Apyromn npobnemsl obpaTnTech K CBOEMY AUMEpPY MUIn B BNKanLnin aBTOPM3OBAHHBIN CEPBUCHbBIN LEHTP.

* 3a ucknYeHneM crnyyaes, npeaycMoTpeHHbIx 3akoHoM, SHARP He HeceT oTBETCTBEHHOCTM 3a cbon, BO3HUKatOLLME BO
BpeMsi aKCnnyartaLlum n3genus unm ero ononHUTENbHbIX YCTPOUCTB, COOoM, BbI3BaHHbIE HEMPABUIBLHOW 3KCnyaTaluen
U3aenusa 1 ero AoNOMHUTENbHBLIX YCTPOUCTB, Apyrue cbou, a Takke Kakme Bbl TO HU BbINo yObITKKN, BO3HMKaKOLLMNE B
pesynbTaTte aKcnyaTauum nsgenus.

BHumaHue

+ 3anpellaeTcsi BOCNPOU3BEAEHNE, adanTauusi Unv nepeBos COAEPXXMMOro AaHHOro pykoBoAcTBa 6e3
npeaBapuUTENbHOrO NMCbMEHHOMO Pa3peLLEHns], 3a UCKMIYEHNEM ClyYaeB, NPeAYCMOTPEHHbIX 3aKOHO4ATENbCTBOM
00 aBTOpCKOM MnpaBe.

* Jllo6as nHdopmauus, NnpMBegeHHasi B JaHHOM PYKOBOACTBE, MOXET OblTb M3MeHeHa 6e3 yBeJoMITEHUS.

UnnrocTpaummn, nsobpaxeHmsa naHenu ynpasrneHusi, CCHCOPHOW NaHemnu 1 3KpaHa HaCTPOMKMN
Ha Be6-cTpaHuLe B AaHHOM PyKOBOACTBE

B TekcTe NosiCHEHUIN K HEKOTOPBLIM (OYHKLUMAM U onepaLlmamM npeanonaraeTcsi, YTO YCTaHOBIEHbI YCTPOWUCTBA, OTNUYHbIE
OT YKa3aHHbIX BbiLle.

B 3aBMCMMOCTM OT COAEPKUMOro, MOAENN U OT TOrO, Kakme nepudepunHsle yCTpoMCcTBa yCTaHOBIEHbI, UCMONb30BaHWE
MOXET ObITb HEBO3MOXHbIM. MogpobHas nHopmMaumsi npuseaeHa B pyKOBOACTBE NONb30BaTens, NocTaBnsgeMoM C
MHOrO(YHKLMOHAamNbHbIM annapaToMm.

lMpuBeOeHHbIe B pyKOBOACTBE M30OpaKeHNs1 3KpaHOB, COOBLLIEHMSA U HA3BaHUSA KHOMOK MOTyT OTAMYaThCs OT
peanbHbIX BCNeacTBNEe MOANMUKaLNin N YCOBEPLLEHCTBOBAHUIA N3OEeNus.

MHdopMauusa B pyKkoBoACTBE NpMBEAEHA, NCXOAS M3 NPEANONOXEHNs], YTO UCMONb3yeTCs NOMHOLBETHbIN
MHOrohyHKLMOHanbHbIN annapar.

Ha MOHOXpPOMHOM MHOrOgYHKLMOHarNIbHOM annapaTe MOXET ObiTb HEJOCTYMNHO HEKOTOPOE COAEPKUMOE.
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OYHKUUA 2-NTMHENHOU NNTOKANBHON
CETWU

MHorogyHKUMOHarbHbIV annapaTt B CTaHAaPTHOM KOMMMEKTaLmUM OCHALLEeH pa3beMOM JIoKanbHOW ceTu. YCTaHoBKa
afarnTtepa NpPOBOAHOW NOKaribHOW CETU AaeT BO3MOXHOCTb MOAKMHOYEHNS K APYTOMY CETEBOMY OKPY)KEHMIO, MPU 3TOM
MHOrO(YHKLMOHAbHbIN annapaTt MOXeT COBMECTHO MCMOoNb30BaTbCHA U3 pa3HbIX CETel.

ApanTep NpoBOAHON NOKasNIbHOW CeTn

—
—
—2

MHorodyHkumo-
HanbHbIN
annapat

CeTeBoe OKpyXeHune, K KOTOpoMy CeTeBo€e OKpYXXeHUWe, K KOTOPOMY MOAKMHOYEH
NOAKIMOYEH MHOrOMYHKLMOHANNbHBIN annapat aganTep NpoBOAHON NoOKanbHON cetu
(CtanpapTHasa nokanbHas ceTb (BKMoYas (PacwupeHHas JlokanbHasa CeTb)
6ecnpoBOAHYI0 NTOKanbHYO CeTb))

B naHHOM pyKOBOOCTBE CETEBOE OKPY)XEHUE, MOAKITIOYEHHOE K CTaHOAPTHOMY pPasbeMy JIoKanbHOW CEeTU UIn K

% ©ecnpoBOaHOW NOKanbHOWM CETM MHOrOMYHKLMOHANBHOMO annapaTa, Ha3biBaeTcs "CTaHAapTHasi nokarnbHasi ceTb", a
CEeTeBOE OKPYXKEHME, K KOTOPOMY NOAKIOYEH aganTep NPOBOOHOM JTOKaNbHOM ceTu, HasbiBaeTca "PaclumpeHHas JlokanbHas
CeTtb".

MNMpeaynpexaneHMa OTHOCUTENbHO UCNOMb30BaHUA (hyHKLUUN 2-NIMHEUHOWN
JFIOKaribHOM ceTu

» Ecnu ctanpgapTtHas nokanebHas ceTb U PaclwmvperHas JlokaneHast CeTb cogepkaT KOMMNbIOTEPbI C OANHAKOBBIM
IP-agpecom nnm umeHeM KomnbloTepa, MHOrOYHKLMOHAarbHBIN annapaT MOXeT OTNpaBnsaTh AaHHbIE HE TOMY
appecarty. [NoaTomy cTaHaapTHas nokanbHas ceTb 1 PacwmpeHHas JlokanbHaa CeTb JOMKHBI HACTpanBaTbCs C
pasHOW cermMeHTaumen n B HUX JOMKHbI OTCYTCTBOBaThb Aybnupyowmecs IP-agpeca n nmeHa KOMNbIOTEPOB.

* LLINto3 no ymMmon4yaH1o MOXXHO HaCTPOUTb TONbKO AN CTaHAAPTHOW fIoKanbHOW ceTu. [JaHHble, KOTopble COAEPXKUT
PacwupeHHas lNokanbHasa CeTb, HE OTNPABNSAOTCA B 30HbI 3a NpedenaMmy CerMmeHTa.

* B 3aBMCcMMOCTH OT KOHUIypaLnm NCNonb3yeMon ceTn yCTaHOBKa NopTa KNUEeHTa B aKTUBHOE COCTOSIHNE MOXeT
NPUBECTU K BO3HUKHOBEHWIO HEOXMAAHHOM OLLNOKN.

* B 3aBMCMMOCTM OT HacTpoOeK pacLlUMpPEeHHON NoKanbHOW ceTu cTaHgapTHas nokanbHas ceTb U PaclumnpeHHas
JlokanbHas CeTb nogBepraTCs ONacHOCTM YTEYKM MHAOpMaLUK, NMO3TOMY NPUCTYNanTe K ee aKkcnnyaraumm nocne
KOHCyfnbTaumm ¢ 06oMMn agMMHUCTpaTopamMmn CeTU U BbINONHEHNs umu nposepkn. SHARP He HeceT
OTBETCTBEHHOCTM 3a yLLepO, BO3HMKaOLWMIN BCNEACTBUE HENPaBWUIbHOW 3KCNyaTaumum nsgenus.



PykoBoACTBO NO 2-NMMHEUHOMN NOKarIbHOU CeTH

NEPEO UCNMOJIb3BOBAHUEM ®YHKLIUU
2-TIMHENHOW NOKAJIbHOU CETH

Moaknounte K MHOrohyHKLMOHaNbHOMY annaparty agantep NPOBOAHOM NOKaNbHOW CETU N HACTPOWTE CETb.

NOOKNIOYEHUE AQANTEPA NPOBOOHOM
NOKAJIbHOU CETU

Koraa Bbiknto4eHo NuTaHue MHOroyHKUMOHanLHOro annapaTta, nogknounte kK nopty USB (tuna A)
MHOrOOYHKLMOHaNbLHOro annaparta agantep NpoBOAHOW MOKarnbHOW CeTu.

WHdopmauuio o meTogax NOAKIMOYEHMS annapaTa v T.M. CM. B PyKOBOACTBE Nofib3oBaTensi, NoCTaBNseMOoM C
agjanTepom NPOBOAHOWN NOKaNbHOW CETW.

3a nHdopmaumen 06 agantepax NPOBOAHOM NOKaNbHON CETU, KOTOPblE MOXHO MCMOMb30BaTb, 06paTUTECH K CBOEMY
annepy unu B 6nmxanwimm asTopM3oBaHHbINA CEPBUCHbIN LIEHTP.

* He usBnekavite/BcTaBnsanTe agantep NpoBOAHON NOKanNbHON CETU, KOraa BKMOYEHO NUTaHne MHOrogyHKLMOHaNbHOro
annaparTa.

» Ecnu aganTtep npoBogHOM nokanbHOM ceTh No ownbke n3BnedeH, Koraa BKIYEHO NMTaHNe MHOMOMYHKLMOHAMBHOIO
annaparTa, BbIKIoYnTe NUTaHNe MHOrOYHKLUMOHANBHOMO annapara, NoaKtounTe agantep NPOBOAHOWM JTIOKamnbHOM CeTu, a
3aTeM BKIIOYMTE NMUTaHME MHOrO(YHKLIMOHANbHOrO annapara.
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HACTPOUKA ®YHKLUUU 2-TIUHENHOWU NOKAJIbHOM
CETU

HacTpoviTe MHOrohyHKLMOHaMbHbIN annapart cregyowmm obpasom.

MHpopmauna o HacTporike cTaH4apTHON floKanbHOM ceTu NpuBefeHa B PyKOBOACTBE Nosib3oBaTernsi, NOCTaBNseMOM C
MHOroyHKUNOHANbHbLIM annapaToMm.

PacwupeHHblie MNMapameTpbl JlokanbHon CeTtu

B "YcTtaHoBku (agmuHucTpaTtop)" Beibepute [CuctemHble MapameTpbl HacTponkn] — [[MapameTpbl HacTponkn Cetn] —
[PacwmpeHHbie MapameTpbl JlokansHon CeTu].

B PacwwupeHHblie MapameTpbl JlokansHon CeTun

@ Bkntountb PacwimpeHHyto NlokanbHyto CeTb PaspewnTb

@ [MapameTpbl HacTponku IPv4

» DHCP PaspelumnTb
P IPv4 Agpec 0.0.0.0
» Macka noaceTu 0.0.0.0

@ MNapameTpbl HacTpovikn |IPv6

» IPv6 PaspewmnTb

» DHCPv6 Paspewwntb

» PyuHoi Agpec / invHa npedukca _

@ Hactponkn MTU
» MTU 1500

® Komanga MNepebpocku

» IPv4 R

» IPv6 -

@ [MapameTpbl HACTPOMKN AOMEHHOW CUCTEMbI UMEH -

P MapameTpbl HacTpoiiku IPv4

@ MNepBryHbIn CepBep -

@ [JononHuTenbHbln Cepaep -

P MapameTpbl HacTpoiiku IPv6

@ MepBuyHbIl Cepeep -

@ [lononHutensHbln Cepaep -

» Nms gomeHa -
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@ YcraHoBka IEEE802.1X

P AyteHTudpukaums IEEE802.1X (MpoeogHasn) 3abnoknpoBaTtb
» Metoa AyteHTudmkaumn EAP EAP-TLS

P Imsi nonb3oBatenst EAP -

» Maponb -

P AyteHTudukaums Cepsepa Paspeluntb

P Taiim-ayT EAP 10

P Yucno MosTopeHwit EAP 3 Bpems

» CocTosiHne CeuageTenbcraa

(OTobBpaxeHne cocTosaHUs
YCTaHOBKU cepTudmkara)

P Cratyc ceptudmkara LIC

(OTobpaxeHne coCcTosIHMSA
YCTaHOBKU cepTudmkara)
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YnpaBneHue NopTtom (PacwupeHHas JlokanbHasa CeTb)

B "YcTtaHoBku (agmuHucTpaTtop)" BeibepuTte [CucTemHble MapameTpbl HacTpownku] — [YcTaHoBku BesonacHoctn] —
[YnpaBneHue MopTtom (PacwmnpeHHas JlokanbHasa CeTb)].

CTaHAapTHOW NoKanbHOW CeTh, KOTOopble HEBO3MOXHO M3MEHWTL B HacTpokax cetn PacwmpeHHas JlokanbHasa CeTb.

; B pasgene Ynpaenenue MNoptom (PacwuperHas JlokansHasa CeTb) oTobpaxatoTca HoMepa NOpPTOB, YCTAHOBIEHHbIE B

B YnpaeneHue lNMopTtom (PacwmpeHHas JlokansHasa CeTb)

@ MopT cepBepa

» MpoTokon HTTP Paspewwntb
¢ Homep MopTta 80
» HTTPS Paspewmntb
¢ Homep lMopTta 443
P MNeuats no FTP Paspeluntb
@ Homep lMopTta 21
P MeyaTb 6e3 06paboTku PaspewnTb
¢ Homep MopTta 9100
» LPD PaspewnTb
¢ Howmep MopTa 515
» IPP Paspewmntb
¢ Howmep MopTa 631
P IPP-SSL/TLS 3abnoknpoBatb
¢ Homep MopTta 443
P Mprem gaHHbIX ANA TaHAEMHOro BbiBOAa 3abnokmpoBaTtb
¢ Homep MopTta 50001
P Ckanvpos. B K 3abnokuposaTb*®
¢ Howmep MopTa 52000
P MaHenb JMcTaHLMOHHOMO YnpasneHus 3abnokupoBaTtb
@ Homep MopTa 5900
» SNMPD Paspewuntb
¢ Howmep MopTa 161
» SMB 3abnoknpoBaTb
» SMTP 3abnokupoBaTb
» BMLinkS 3abnokupoeatb*
» WSD 3abnokupoaTtb*
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P Boinyck Ha MevaTb 3abnoknpoBaTtb

¢ Homep Mopra 53000
P Sharp OSA (PacwupeHrHas MnaTtgopma)

O HTTP PaspewnTb

» Homep MopTa 10080
@ HTTPS Paspewnts
« Homep MopTa 10443
@ [MopT knneHTa

» HTTP 3abnoknpoBatb
» HTTPS 3abnoknpoBatb
» FTP 3abnokuposaTb
» FTPS 3abnokupoBaTtb
» SMTP 3abnoknpoBatb
» SMTP-SSL/TLS 3abnokuposaTb
» POP3 3abnoknpoBaTtb
» POP3-SSL/TLS 3abnoknpoBatb
» SNMP-TRAP 3abnokuposaTb

¢ Homep Mopra 3abnoknpoBaTtb
P> /13BeLLEeHME O 3aBEpLUEH. 3abnokupoBaTtb
» LDAP 3abnokuposaTb
» LDAP-SSL/TLS 3abnokupoBaTtb
» SMB 3abnoknpoBatb
P SNTP 3abnokuposaTb
» mDNS Paszpewmntb
> OTI'IpaBKa AaHHbIX AnAa TaHAeMHOro BbiBOAa SaGHOKMpOBaTb
P> PesepBHas Konus faHHbIX 3abnoknpoBaTtb
P Boinyck Ha MevaTtb 3abnoknpoBatb
» XMPP 3abnoknpoBatb
P syslog 3abnokuposaTb

¢ Homep MopTa 514
P syslog-SSL/TLS 3abnoknpoBatb

¢ Homep MopTa 6514

* IaMeHeHne HaCcTPOKN HEBO3MOXHO.
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